50 npaBuJ 0e30MaACHOCTH B MHTEPHETE

Hx coBceM HECJI0KHO COﬁJ]lO)IaTb, U OHU MUHUMHU3UPYIOT PUCKH NOCTPaAAaTb OT

J000ro Buaa MomeHHUYecTBa. Q0s3aTe/IbHO MOJAEJUTECH MMHU C POAHBIMH H
Apy3bsivm!
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He mnepecbuiaiite koH(pUAEHIMAIbHYIO HH(MOpMaluio (HoMep OaHKOBCKOHW KapThl,
[TNH-xox, nacnopTHBIE TaHHBIE) YE€PE3 MECCEHKEPHI COIMAIBbHBIX ceTei. [Inchma
CO CKaHaMH JIOKYMEHTOB JIy4Yllle yIajsATh Cpa3y IOCJIE OTIPAaBKU WIM IOJIY4YECHHS,
HE HaJI0 XpPaHUTh UX B IIOYTE.

Eciu 3axoaure B couceTh WIM MOYTY C YYXKOro KOMIbIOTEpa, HE 3a0yabTe
Pa3JIOTUHUTHCS.

Brixmouaiite Wi-Fi, korna um He nonb3yeteck. M cebs 3ammrure, u 3apsa 6arapeu
cokoHoMHuTe. O053aTeNBbHO OTKIIOUNTE (DYHKIHUIO aBTOMATHYECKOTO MMOAKITIOYCHHUS
k Wi-Fi B Bammem TenedoHe WM IUIAHIIETE.

He nosepsiiite HempoBepeHHbIM Wi-Fi-COeIMHEHHSIM, KOTOpBIC HE 3alpamidBaioT
napojib. Yaiie BCEro HMMEHHO TaKW€ CETU 3JIOYMBIIIJIEHHUKU MCHOJIB3YIOT
JUUISL BOPOBCTBA JIMYHBIX JAHHBIX MOJIb30BATENEH.

He 3axomure B oHnailH-0aHKM ¥ Jpyrue Ba)KHBIE CEPBUCHI 4YEpPE3 OTKPHITHIC
Wi-Fi-cetu B kade miu Ha ynuiie. Bocmonb3yiitech MOOMIBHBIM HHTEPHETOM.

[TomHuTe: OaHKH, CEPBUCHI U Mara3uHbl HUKOT/Ia HE PACChUIAIOT MUCEM C MPOChOOM
NEPEeUTH MO CChUIKE, M3MEHUTh CBOM IMapoJib, BBECTH HOMEpP OAHKOBCKOW KapThI
U CEKPETHBIN KOJ TOATBEPKICHUS WIIH COOOIIUTH IPYTHUE JINYHbIE JaHHBIC!

Otxmounte Cupu Ha aiidone. Ckopee Bcero, Bbl €l HE TOJIb3YETECH,
a BOT MOIICHHUKU YX€ HAaYYHJIMCh BBIBOJIUTH JIGHBIHM YEpe3 HMHTEPHET-OaHK

T'OJIOCOBBIMH KOMaHIaMMU.

3aBeMTE  HECKOJIbKO  aJpEcOB  JJIEKTPOHHOW  IMOYTHI:  JIM4YHAsA, pabouas
U pa3BiieKaTesbHas (1S OAMUCOK U CEPBUCOB).

[IpuaymaiiTe CII0XKHBIN IapOib, A1 KaXA0T0 SIIMKA Pa3HbIN.

Besne, rie 3To BO3MOXHO, BKIIOUUTE JBYX(PAKTOPHYIO ayTEHTU(PHUKAIHUIO.
PerynspHo MensiiTe napoiu, oOHOBIIsIHTE Opay3ep U criaM-(QHIbTPHI.

VYcraHoBuTe UM OOHOBISIUTE AaHTUBUPYCHBIE MPOrpamMMbl. YCTapeBIIME BEpPCUU
HE MOTYT TapaHTHpOBaTh 3alUTy OT BpemoHocHoro [IO. ExenHeBHO B Mupe

MOSIBIISIETCSI HECKOJIBKO HOBBIX BHUPYCOB, IMO3TOMY AHTHUBUPYCY HYXKHO KaK MOXXHO
yaiie nojydyarb HH(GOPMAIIHIO O METO1ax OOPHOBI C HUMH.
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Kiukate o ccputkam, MPUIIESIIINM B COOOIIEHUSX OT HE3HAKOMBIX JTFOICH — BEPHBII
croco0 TomacThCs Ha YAOUKY KHOEPMOIIIEHHHUKOB M 3apa3uTh CBOE YCTPOWCTBO
BUpycamu. OnacHasi CChLIIKa MOXKET MIPUNTH U OT B3JIOMAHHOT'O 3HAKOMOTO, TOATOMY
JIy4llle YTOYHUTE, YTO TAKOE OH BaM MPUCHIAT U HY>KHO JIK 3TO OTKPHIBATb.

He 3amyckaiite Hem3BecTHbIE (ailiibl, 0COOCHHO C PaCUIUPEHUEM .€Xe

BHuMaTenpHO TpOBEpsiTe aapeca CChUIOK, JIOTOTHIIBI, TEKCT W OTIPaBUTEIIS
COOOIIEHU.

Huxorma He oTBeyaiiTe Ha craM.

Ecnu BaMm B MecceHKep MpUIilia mpochda 0T 3HAKOMOTO € MPOCKO0N CPOYHO BBICIATH
JICHeT, Hu4yero He otnpabisite! CHayana NEpe3BOHUTE €MY U YJIOCTOBEPHTECH,
YTO aKKayHT He ObUT B3JIOMaH 3JI0yMBIIINIEHHUKAMH.

[TpounTaiite kuury Kesuna Mutnuka «MckycctBo oOMaHa». MUTHUK — KyJbTOBas
¢durypa B cpene UHPOPMAMOHHON 0€30MaCHOCTH, €r0 KHUT'a, KaK U UCTOPUS KU3HH,
OJTHOBPEMEHHO YBJIEKaTellbHA U MOy4uTeNbHA. Bbl y3Haere, kak KMOepIpecTyTHUKU
BTUPAIOTCS B JOBEPUE K JIOISAM, MAHUITYJIUPYS UX YyBCTBAMHU.

MunuMyM JU9HOM uWHQOpManuuM: He NyOJUKYWTe B CeTH JOMAIHHMA ajpec,
HE MUIIUTE, B KAKOE€ BPEMs Bac He ObIBAeT JI0Ma, HE OMUCHIBAWTE CBOM MOCTOSHHBIH
MapmipyT, HE XBaJIUTECh KPYNHBIMH TIOKYIIKAMU U BOOOIIE MOcCTapanTech
He apuIIMPOBaTh YPOBEHB JOCTATKA.

PerynsipHo BbINONHSANWTE pe3epBHOE KOMMpOBaHWE AaHHBIX. CrenyiTe mnpaBuUily
«3-2-1»: co3naiiTe OHY OCHOBHYIO KOIUIO U JiB€ pe3epBHble. CoXpaHUTE JBE KOMUU
Ha pa3HbIX PU3NIECKUX HOCUTETISX, a OJIHY — B obmaunoM xpanunuiie (Google Jluck,
Annpexc./luck, cnenuanpHble pemieHuss oT Akponuc). He 3a0piBaiite OdKanuTh
BCE yCTpoOicTBa: cMapT(OHBI, JIAHIIEThI, KOMIBIOTEPbI/HOYTOYKH.

UroObl HMKOI/Ia HE TepATh JEHbIM Ha HE3aMEeTHBIX IIIaTekaxX, He IOKyNaTh
JIOTIOJTHUTENIBHBIX YCIYT MO OIMIMOKE M TOYHO 3aIUIaTUTh 33 HY)KHbIE, BCET/Ia YUTalTe
IpaBuUja Tepea TeM, KaK IOCTaBUTh TallouKy HANpOTHB YEKOOKCa «COTJIaceH»
Y IIEPEUTH K OIUIaTE.

Ecnu B cekpeTHOM BOIIpoce BbI YKa3aiH J€BUYBI0 (DaMUITUIO MaTEepH, KOTOpas cerlyac
€CThb B OTKPBITOM JIOCTYIIE Ha €€ CTPaHUIAaX B COLCETAX, 00sg3aTeIbHO MOMEHSNTE
CEKPETHBIN BOIIPOC.

VYcranoBute Oe30macHbI pekuM s peOeHka. J[Jig 3Toro cosmaiiTe OTIETBHYIO
YUETHYIO 3aIllMCh Ha caiiTe BHIOPAaHHON BaMHU MOUCKOBOM CHCTEMBI MJIM MCIOJIb3YHTE
JeTCKKe MOUCKOBUKU: ['orynpb nunn CyTHHUK.JETH.

['oBopute ¢ pebeHkOM 00 HMHTEpHETE: AOrOBOPUTECh, YTOOBI OH COOOLIA BaMm
0 HalileHHOW HexenaTenbHoi uHpopmarmu. OOBsICHUTE, YTO HE BCS MH(MOPMAIUS
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B CETHU JIOCTOBEpPHA, U MPHUYUUTE COBETOBATHCS C BaMU IO JIIOOOMY HEMOHATHOMY
BOIIPOCY.

He ckaumBaiiTe COMHHUTEIBHBIE TPUIIOKEHHUS W HE TBITAWTECh JTO JENaTh
M0 HEW3BECTHBIM cchlIKaM. [lomp3ylTech TOMBKO OQUIMATBHBIMU Mara3uHaMu
App Store, Google Play u Windows Market.

Coser nns momb3oBateneir Google Chrome, Firefox m Opera: ecim BbI 4YacTo
MyTEIIECTBYETE U BHIXOJIUTE B CETh C HOYTOYKa B OOIIIECTBEHHBIX MECTAaX, YCTAHOBHUTE
CIEIMAIbHOE pacIIMpeHue sl Opay3epa iss 0€30IacHOTO BBIXOJIA B HWHTEPHET.
Pexomennyem HTTPS Everywhere ot Electronic Frontier Foundation (EFF).
[To ymomuaHuio 3TOT IJaruH oOecrneunBaeT Oe3omacHoe coenuHeHue s Yahoo,
eBay, Amazon u HEKOTOpBIX JAPYrux BeO-pecypcoB. Bwl Takke mMoxkere H00aBUTH
CaiThI O BalleMy BBIOODY.

[TocrapaiiTech HUIYEro HE MOKYIATh B COLMATIBHBIX CETAX, 0OCOOEHHO C MPeI0IIaTOM!.
Mpl BooOOLIE HE PEKOMEHAYEM MEPEBOAUTH JIEHbI'M Ha KapTy (U3MUECKUX JIMIL
(TO ecTb, KOrAa KTO-TO MPOCTO JAE€T BaM HOMED UJIU PEKBU3UTHI CBOEH KapThl).

[Toxymasi B MHTEpHET-Mara3uHax, COXpaHSUTe 3A0pOBBIA ckenTUI3M. [lomHHTE:
[[EHa HE MOXET OBITh CIMIIKOM HH3KOM, TeM Oojiee, €Cii Bbl PACCUUTHIBACTE
npUOOPECTH OPUTHHAIBHYIO MPOIYKIINIO0 OpeH a.

W3yunte MCTOpHI0O Mara3wWHa B CETH, MPOBEPHTC HAJIUYHEC KOHTAKTOB, BBISICHUTE,
MOKHO JIM TyAa NpHEXaTh M IMMO3HAKOMHTHCS BXKHBYI. UWTas OT3BIBBI, 0OpaTUTE
BHUMaHUE, YTOObI OHHM OBLITM pPa3HbIMH. 3aKa3HbIE OT3BIBBI MUIIYT JIOIAH, KOTOPHIM
MPUXOJUTCA JIeTIATh TO MHOTO Pa3 B JCHb, IOITOMY TaKUE TEKCTHI Oy TO HAITUCAHBI
1o 11a0JIoHYy.

[TocMoTpuTe, Kak Ha OT3BIBBI pearupyroT mnpojaniel. OOpaTuTe 0c000€ BHHUMAaHHE
Ha HETaTUBHBIC: €CIM MX OTpabaThIBAIOT, 3TO XOPOLIMM 3HAK (MPUYEM CUTYyalus
JOJIKHA ObITh KOHKPETHAsl, COIepkKaTh HOMEp 3aKas3a U T.I1.).

[TnaTute 6e3omacHo! Knaccuueckmii cimyuaii — Bac repeaapecyroT Ha 3allUIeHHYIO
cTtpanunly (agpec HauuHaeTcsi ¢ «https:/»). Ecnum HeT, nydiie He pPHCKOBATh.
[To mpaBunam SKBalipMHra Ha caiiTe MpPOAaBIa JODKHA OBITH MHPOPMAIHS O TOM,
KTO NMpUHUMAET miatex. [Ipoutute ee u cBEpbTE € TEM, YTO HAITMCAHO HA CJIEAYIOIIECH
CTpaHuLE.

3aBeuTe OTAEIBHYIO (MOYXKHO BUPTYaJIbHYIO) KapTy JUIsl IJIATEXKEW B UHTEPHETE.

Ecnu 11t oniaTel B MHTEpHETE BbI MOJIb3yeTeCh CBOEH OOBIYHON KapTOil, HE XpaHUTe
Ha HEU KPYIIHBIC CYyMMBI JICHET.

[Tonkmounte B cBoeM O0anke CMC-uHbopMUpoBaHUE O BCEX OMepalusx Mo KapTam
U cyeraM. Tak BBl CMOXeTe OBICTPO 3aMeTHTh, €CIM Bamla Kapra Oyner
CKOMIIPOMETHUPOBAaHA, 1 3a0JI0KHPOBATH €€.


https://www.eff.org/https-everywhere
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Crpanuipl BBOJA KOH(MUICHIIMAIBHON HH(POpPMAIUU JIFOOOTO CEPhE3HOT0 CEepBHCA
BCEr/Jla 3alllMIICHbl, a JaHHbIE MepeaalTcs B 3aln(poBaHHOM BHIE. Apec caiita
JOJDKEH HauuHatbesd c «https://», psiioM ¢ KOTOPBIM HapHCOBAaH 3aKPBITHIA 3aMOK
3€JIEHOTO ILIBETA.

Kyna obGpamarbest, eciin 4To-To nouuio He Tak? JlesareabHOCTh HHTEpHET-Mara3uHoB
KOHTPOJIUPYETCSl TEMU K€ OpPraHU3alUsIMU, 4TO U 00BIUHBIX: PocmorpebHaazopom,
OO6mecTBOM 3amuThl MpaB noTpeduteneit. OOs3atensHO Hanumute Ha [opsuyio
nuHuo PyHera

BYZ[BTC OCTOPOXKHBI IIpH O6H.I€HI/II/I B CCTH C HC3HAKOMBIMH, OHW MOT'YT OKa3aTbCs
HC TCMHU, 3a KOI'O cels BbBIAAIOT.

XaJ'IHBBI, CJ'Iy‘I&fIHBIX MHOI'OMMJIJIMOHHBIX HACJIICACTB W HCHU3BCCTHBIX OoraThIX
POACTBCHHUKOB, KOTOPBIC ITPOCTO TAK XOTAT IIOACIIUTLCA, HC ObIBaET.

He nenaiite penocToB >kKanoCTAUBBIX OOBSBIEHUN MPO MUJIOTO KOTHKA, KOTOPBIH
CPOYHO MIIET IOM (a B IOCTE — TeJIe(OH BiIaAeiblia WX HOMEP KapThl, KyJa MOXKHO
NepeUYrCINTh JEHbI'M Ha COJAEpKaHHWE IKUBOTHOro). Bennka BepoATHOCTS,
YTO 3TO MOIICHHUKH, pEIIUBIIME 3apadoTaTh Ha CEPAOOONBHBIX M JOBEPUMBBHIX
rpaxkaaHax.

JlorotTun HM3BECTHOIO 6HaFOTBOpI/ITeJIBHOFO (bOH,Z[a CII€ HE O3HAa4vacT, 4YTO ACHBI'U
NOMIYT TyAa — PEKBU3UTHI cueTa MOTyT ObITh mojjenansl. Eciiv xotuTe momorarhb
JTOASM,  JIeJIalTe 3TO  TOJBKO JUIS JIMYHO 3HAKOMBIX WM, HalpUMeED,
¢ mpoektom dobro.mail.ru.

He noxymnaiite aBumaOuieTsl Ha HE3HAKOMBIX CalTax, OCOOEHHO €CIIM OHHU CTOST
ropasio JelieBie, YeM Ha BCEX OCTAJbHBIX. 3aluTe Ha HACTOSIUNHOUIET.pQ
U YZOCTOBEPHTECH B MOJIMHHOCTH pecypca. Taxke He TUIIHUM OYAeT MOCETUTh CalT
ABUAKOMIIaHWHU, KOTOPOH Bbl XOTUTE YJETETh, U CPABHUThH LIEHY OMJIETa Ha HYXKHOE
HaIpPaBJICHUE.

OO0paraiiTe BHUMaHHE Ha aJpec CTPAHMIIBI, TJI€ Bbl OKA3aJIMCh: €CJIM OH OTIUYACTCS
xoTg Obl Ha OJMH CHUMBOJ (Hampumep, paypal.com Bmecto paypal.com), BBenuTE
€r0 BPy4HYIO CaMOCTOSATEIIBHO.

Ecnmu Ha cmapTdoHe mosBuiIack HaaAmuch «BcTaBbTe CHM-KapTy», CPOYHO 3aluTe
B OnvbKalmuii ouc Baero MOOUIBLHOTO ONepaTopa UK MO3BOHUTE €My C JIPYTroro
TeneoHa M BBIICHHTE, B 4eM mpoOiema. Bo3MOXHO, KTO-TO MOMXy4ma TyOnukar
BallIell CUMKH M €€ HYXKHO CPOYHO 3a0JOKHPOBATh.

[To cceuike http://www.tcinet.ru/whois/ moxHO y3HaTh, KOTrJa OBUT CO3/IaH CaWT.
3110yMBIIUIEHHUKH OOBIYHO CO3/Ial0T CTPAHMIIBI-OTHOJHEBKH, KOTOPBIC OYEHb OBICTPO
3aKpBIBAOT.

[Torepsinmu TenedoH, K KOTOpoMy npuBsi3aHa OaHkoBcKas kapra? CpoyHo OJIoKupyHTe
U CUMKY, U KapTy.


https://dobro.mail.ru/
http://www.tcinet.ru/whois/

46.

47.

48.

49.

50.

Jlydime He MoJIb30BaThCs TOPPEHTAMH: €CIM BbI CKaYMBACTE HEJICTAIbHBI KOHTECHT,
BBI HE TOJIBKO OOKPAJIbIBACTE JTFOOMMOTO aBTOPA, HO M MOXKETE 3arPy3UTh 3aPasKCHHBII
BUpYCOM (haii.

MolileHHUKH CO3JaI0T CalThl, HA KOTOPBIX BhI SIKOOBI MOKETe OeCIIaTHO MOCMOTPETh
WIM CKayaTh MNPUIVIAHYBIUMMCSA (UIBM, HO CHayajga HAaJAO0 OCTaBUTh Tele(oH
WM OTIPABUTH COOOIIEHNE HA KOPOTKUI HOMep. Tak ¢ Ballero cuera MOTyT CIUCATh
BHyIIHUTENbHYIO cyMMy 32 CMC, a cam Tenedon nonaaet B 6a3y ciamepos.

JI1si HEKOTOpBIX NPHIIOKEHUM W CEpBHCOB IpPENyCMOTpPEH OecIIaTHBIA TECTOBBII
nepuos (Hampumep, Ha 2-3 MecsIa), MOCJIe 4Yero Bbl JIOJDKHBI CaMOCTOSITEIBHO
OTKJIIOYUTH ycayry. Ecmm Bbl 3TOro He cjenaere, MOJMUCKA MOXKET OBITh
ABTOMAaTHYECKH MPOJUIEHA U CTAHET IUIATHOM, a C YKa3aHHOM MPH PErUCTPALIUU KapThl
HA4YHYT CIMCBIBATH JI€HBIH.

He y4acTByiiTe B aKkIUsAX ¢ IPU3aMH, TJ€ HAJO0 YTO-TO OIJIATUTh, & TOTOM MOMPOCUTH
CIIENaTh TO K€ CaAMOE €€ HECKOJIBKUX JIFOAEH. DTO mupamua!

Bcerna Onokupyiite 3KpaH KOMIbIOTEpA, JaXe €ClIM  OTXOAMTE  «BCEro
Ha MUHYTOUYKY».



